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Leveraging Al and Machine Learning in Cybersecurity

e The evolving threat landscape in Malaysian financial institutions

e How Al and ML strengthen cybersecurity defence layers

e Threat types where Al is most effective: phishing, fraud, malware, insider threats,
reconnaissance

» Use Case: Al-enabled phishing detection and email classification

e Use Case: Identifying anomalous login and transaction patterns

e Hands-on: Analyse sample logs using GenAl to extract Indicators of Compromise

e Key ML approaches: supervised models, anomaly detection, clustering, behavioural
analytics

e Use Case: Transaction anomaly detection for retail/mobile banking fraud

e Use Case: Detecting unusual network behaviour via clustering or baseline comparison

e Use Case: Malware classification using behavioural ML signals

e Hands-on: Interpret ML intrusion detection outputs and classify alerts

e How GenAl improves SOC productivity: alert triage, event summarisation, threat intel
extraction

e Use Case: Using Al to correlate multi-source alerts

e Use Case: Summarising SIEM alerts into prioritised review notes

e Handson: Build an “Al SOC Analyst Assistant” to summarise alerts and recommend actions

e Leveraging Al to interpret CTl feeds, advisories, and attack patterns

e Use Case: Extracting relevant threat actors and vulnerabilities from CTI sources
e Use Case: Al-assisted monitoring of global vulnerabilities relevant to banking

e Hands-on: Create a CTI Summary Generator and map threats to MITRE ATT&CK

e How Al accelerates investigation cycles through log analysis and timeline reconstruction
» Use Case: Al-assisted interpretation of firewall and authentication logs

e Use Case: Drafting incident summaries and forensics notes

e Hands-on: Generate a preliminary investigation note from raw logs with GenAl

* Responsible Al usage aligned with BNM RMIT, internal security policies, and data protection
requirements

» Risks: hallucination, model poisoning, data leakage, privacy exposure

« Use Case: Evaluating high/medium/low risk for Al-driven cybersecurity applications

e Activity: Develop a Secure Al Usage Checklist and draft a Cyber Al SOP
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Leveraging Al and Machine Learning in Cybersecurity

interactive corporate training programs in Al, data science, and machine learning. He also
spearheads the development of Al-driven frameworks and prototypes, enabling
organizations to integrate emerging technologies seamlessly into their operations. With a
versatile background across academia, entrepreneurship, and industry, he has previously
lectured at UniRazak and served as a vocational trainer at New Era Institute of Vocational
and Continuous Education (Kajang). He has also founded and led software development
teams in fintech and edtech startups, drawing on his deep expertise in marketing, software
engineering, and artificial intelligence to craft impactful, scalable solutions. He brings
extensive corporate training experience across sectors such as manufacturing, fintech, and
financial services. He has led specialized upskilling programs for manufacturing giants,
empowered fintech teams with Al automation and fraud detection tools, and conducted
strategic workshops on data and Al adoption for banks and financial institutions. His cross
industry exposure also includes roles in robotics and mechatronics engineering within the oil
& gas and manufacturing sectors, including at Flextronics. As a consultant and coach, he has
helped organizations such as Beyond Insights, Plus Minus Zero, and Watson-Marlow leverage
data and Al to drive business transformation.
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